Computer Security 101

A CRASH COURSE

a hackbloc initiative




Who is Hackbloc?

Our mission is to research, create and disseminate
information, tools, and tactics that empower people
to use technology in a way that is liberating. We
support and strengthen our local communities
through education and action. We strive to learn from
each other and focus our skills toward creative goals,
to explore and research positive hacktivism, and to
defend a free internet and free society!

staff{at}hackbloc.org

exploit code not people
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Setting Up A Security Process

« Identify risks + adversaries

Possible Risks: Possible Adversaries:
-Lawsuits -A company

-Smear campaigns ~Your boss

~Jail time ~The cops

-Job/financial loss ~The public

~Court orders/censorship ~A group of other people
-Excommunication A hell-bent crazy person
*Physical harm >The media

-Death

It's about information control
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Security Theory

« Security = (Time + Effort)/(A's Time
+ A's Effort)

« Security is insured by technology
and trust

(

\ only a fool believes they are securﬂ




Rules of Thumb

« The house only has to win once

« Security always fails

« Security through obscurity isn't

« Defense in-depth

+ As good as those who implement it
- Be realistic

« Security favors minimalism
« Use common sense

y

| think for yourself
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Security Culture

+ |Is a set of social standards for
protecting a social network from

adversaries
« Controls information
~ IS a lle O Individual
+Is a tool ®— o
® / ®
o | }< ol
\O ® o-O

only a fool believes their friend is secure
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Security Culture Cont

« Do not share people's info without
permission (phone # example)

« CC vs BCC on emaill

« Make a network map!

« Don't leave contact lists laying
around, applies to mailing lists too

only a fool believes their friend is secure




Implementing Security Process

- Call out others, yourself

- Lead through example

« Mistakes shouldn't be embarrassing
« Be honest when you make a
mistake

- Run audits

only a fool believes they are securﬁ
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Personal Security

« Make personal security policy

« The higher your risks, the lower
your profile should be

« Don't be intimidated by
surveillance

+ Act as If raid is always coming

« Don't.bottle up psychological
effects of surveillance

only a fool believes they are securﬂ




Choosing Who to Work With

« Do you need to be careful about
who you ask?

- Gradually increase risk

- Consider their risk profile

« How to they handle stress? Are
they reliable? Do they have an
addiction?

‘Why de they want to be involved?
Will that reason change?




Secure Communications

- Be careful what you say over all
mediums, especially electronic ones
+ Check who is listening

« Don't use codewords

« Chatter & Network Analysis

- If they're not involved, they
shouldn't be party to your
conversation

only a fool believes they are securﬂ




Rumor Control

+ Verify stories and statements

« Don't spread information you don't
know to be true

« Fight snitch jacketing

(

\ only a fool believes they are securﬂ




Publishing Anonymously

« Noise signatures, EXIF data

- Compromising formats (PDF, etc)
+ Yellow dots

« Where are you publishing from?
« Who are you publishing to?

only a fool believes they are securﬁ
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Dealing with Media

« Plan out what they're going to ask

« Classic infiltration strategy, be wary
of requests to meet “direct activists”
or be “embedded”

« Research the interviewer, demand
credentials

« Noreason to use real name or be
100% truthful




Bugs and Eavesdropping

« Audio, laser, electronic, directional
mics

« Design of bug tells you intent,
ownership

+ Bugs need a power source and way
to.transmit information

only a fool believes they are securﬁ
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Things to look out for

+ Keep log of suspicious activity

- Delayed/opened mail

- Sudden influx of new members

« Quickly changing
attitude/personality/behaviour

- Show-off/bragging behaviour

« Not.all parts of state are working
against.you in synchronized fashion




Preventing Infiltration

+ Get to know members personally
« Make cover stories expensive

« Infiltrators vs paid informants

« Not only militant groups targeted
« Inexperience doesn't = snitch

- Don't generate paranoia culture




Do you have an infiltrator?

« Campaign problems, moves
anticipated

« Opponent's history/resources
+ Inconsistent stories

« Attempts to get information

« Internal disruption




Gathering evidence

+ Talk to a lawyer

« Do damage control

« Keep notes

« Probe suspect + check references
« Consider surveillance + searches
« Setup opportunities for self-
Incrimination




Final Steps

 Pics or it didn't happen

* Present the accusation w/ evidence
+ Keep end goal in mind

« Who needs to know?

« Discuss Incident w/ group

« Stress people not become paranoid
« Revise security policies




Post-Action Analysis

- Look for separation/special
treatment

« Look for police citing specific
evidence

« Make arrest policy clear

« Support arrestees as security
culture




Mapping Data Transfer

V\SECURI >

I comcast.

facebook

- | am not a cartographer




New York Times Aug 8, 2008
“WASHINGTON — The Federal
Bureau of Investigation said Friday

’i”. il that it has improperly obtained the
‘i&.‘ at&t phone records of reporters for the

D New York Times and Washington

____ m— Your world. Delivered. To the NSA. Post in the Newspapers' Indonesia

Bureaus in 2004.”

An initial report by the inspector
general found that the FBI had
violated its own policies in tens of
thousands of cases

Long Haul 2008

The Long Haul Infoshop, a community
center/library in Berkeley was raided
by the FBI and local police. Over a
dozen computers were seized in

Josh Wolf 2006

Wolf served 226 days in prison at the
Dublin FCI (California) for refusing to

addition-to.eheck-out logs because a divulge source material. This made him
threatening emailwas supposedly sent the longest-imprisoned journalists for
from there. refusing to do so in US history.

Wikileaks 2008
Had domain name shut down by a

I;eq[eirl?rllJug?(eef\i)éslﬁ;kmg:hdeoggm;r;rsl On October 7, 2004 the FBI seized the servers used
etailing . [ . y by a number of IMCs and hosted by US-based

Islands by major US political Rackspace Managed Hosting. Indymedia was not

celebrities. Injunction lifted after much  ngified prior to the raid and over 50 websites were

Erotest takep offline as a result,

FBI Raids Indymedia




Echelon, Carnivore
Our link to sky spy

“gars |OnN CarnivorePE
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SECURITY
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Nothing to see here




ldentity

« What you are known as
« Complex

R
W
)

"_,_,.-"' - 3
-‘f’ - rt.L"__“f:_..r."'

we all have one




Keeping an Eye on Your Data

« Who wants access to your
Information? Why?

« Who do you want to have access?
Why?

« Think about cops, private
Investigators, marketers, creeps,
and-ethers

Nothing to see here




: . Internet
Firefox Firefox Explorer
+ Free software i
» Cool plugins il e
- Cross-platform "
9 284
days of risk days of risk
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Anti-Malware Software

« How it works

« Who needs it?

« AVG Free Edition

« Malwarebytes Anti-Malware
« Not worth paying for




Secure File Deletion

« Delete vs Wipe

« Eraser, srm/wipe, OS X ctrl-click

« Will not clear swap, logs, filesystem
data, temp files, etc

« DBAN for entire drive

« Recovering after wiping?

« Avoid wiping by encrypting first!




General Warning on Phones

« Security Patches

« Backdoors and closed-source

« Monitoring by telcos, location info
« Some security > none
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What is Signal?

« Developed by Whisper Systems
« Encrypts texts in transit

« Supports media texts

« Saves you if on limited text plan
« Android + I10S

« Encrypted phone calls
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What does it not protect against?

« Somebody knowing who you're
talking to

« People without signal

« Phone seizure




What is Tor?

« Originally developed by the Navy
« High degree of anonymity

« For web and other traffic

« Allows hosting of hidden services

1O

TorProject.org




Tor's Protections

 Protects you from people knowing
who you communicate with or what
you say to them

« Provides online anonymity

« Protects you from filtering

TOf

TorProject.org




Tor's Weaknesses
« Physical seizure

« Misplaced trust in
hardware/software

« Global adversary/node timing

« Insecure physical surroundings

- User error/writing analysis

« External files
TorProject.org
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E) How Tor Works: 3

Step 3: If at a later time, the
user visits another site,
Alice's tor client selects a
second random path.

Again, green links are
encrypted, red links are Iin

the clear.
'...l- —— - _,'

Dave

tr:_‘! Tor node
. e Unencrypted link
— cnCrypted link




onionforum - Main Page - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

B9 ﬁ ‘ﬂ http:/l6nvgsgivhrungys. onion/

Google

Most Visited v P Getting Started

onionforum - Main Page b4
Forums | Tor Links | Preferences | Your Messages | Members | Today's Topics | New Posts | Search | Calendar
Guest, do not forget to login ( Register )
-:jTup:FanIMI User ID: Pmswm:l;| | Login
§
Forum Topics | Replies | Last Post Info
o How To Post!! 5
FrAug 17. 2008, 9:30 am
@ Announcements - PR i
% | anything and every adminit @t ive by'Guest
2 % Aug 9, 2008, 10:26 am
@ Policles 1 7 | in: Polcy overview
) Sie Policies by: Guest
L) L) L]
Forum Topics | Replies | Last Post Info
#hug17. 2008, 1:54 pm
@ TOH. : 294 1424 | in: Onion Weed
| Anything and eventhing about tor b}, theoutsider
% Aug 13, 2008, 1:41 am
@ s 84 m in: Incognito CD
b Tak about the news and cument events by: Guest
#Jul24, 2008, 7:29 pm
@ Sports and Games 5 19 | in: The ceath of content
b computer games, boad games, and spots games by: Guest
X #Aug 13,2008, 1:43 am
m Politics | a7 in* Gun for hirs
Done

© Scripts Currently Forbidden | <SCRIPT=: 5 | <OBJECT=: 0

'S

k|

Tor Enabled_



’) Tor Project: Anomymity Online - Mozilla Firefox

Ele Edt ‘iew Hstory Bookmarks Tools  Help

|4

‘ é Tor Project: Ananymity Onling

_('I, {5 torprodect,arg | https:)fu forproject.arg STy i@ ';'," Google }"‘ %
. . /
AboutTor — Documentation  Projects  Press  Blog  Store ¥

Anonymity Online

Protect your privacy. Defend yourself
against network survelllance and traffic
analysis.

Volunteer (Jonate

[ownload

Who Uses Tor?
wy Family & Friends

S Peaple like you and your family use
Tor ta pratect themseles, their 7

» Torp \
leaming your loc

, children, and their dignity while using

the Internet.

Businesses

Businesses use Tor to research
campetition, keep business
strategies canfidential, and facilitate

-

Internal accountabiltty.

What is Tor?

Tor iz free software and an apen network that
helps you defend against a farm of netwark
sunvellance that threatens persanal freedom and
privacy, confidential business actities and
relationships, and state security known as {rafiic

analysis

il

Activists
Activists use Tor to anonymausly

Why Anonymity Matters
Tor pratects you by bouncing your
communications around a distributed network of ;J
relays run by volunteers all around the world: i i
prevents somabody watching your Internet

report abuses fram danger zones.

Whistleblowers use Tor to safely
report on comuption,

connection from learning what sites you wst,

Media

and it prevents the sites you wisit from leaming Toiimialats Shl e et e Tty



) Download Tor - Mozilla Firefox

Ele Edt ‘iew Hstory Bookmarks Toals  Help

(& Downoad To +
| 4]

(' ., é torprogect,arg | https:) fuws, forproject, org)download)download-2asy bl &n STy i@
Bt

'ﬂ' Googe ;‘ 1
4

Home  AboutTor  Documentation  Projects  Press  Blog  Store

[ownload Volunteer [onate

HOME » DOANLOAD
Want Tor to really work?
You need to change some of your habits, a5 some things won't wark exactly a3 you are used to, Plesse read the fulllist of Donate tﬂ' TOP
syaTIinGs far details.
S @ |5
Tor Browser Bundle for Windows Fs» JetneTowin 8
Version 2.2.35-12 - Windows 7, st and xP o, ] s ™
|- ” Donate ;!
BROWSER Other donation options. .
; : BUNDLE
Everything you need to safely hrowse the Internet. This package
requires no installation. Just extract it and run. Learmn mare »
Bownioad
JOTETOWSERENITIE i :
Nat Using Windows? Dawnlaad for Mac or Linux P Hicrosoft Windaws
P Apple 05 %
Looking For Sormething Else? View All Downloads b i/ Uni

P Al Downloads

hiktpa: | fiman, o project, orgdisttorbrowser bor-browser-2.2 35-12_en-U5.exe Y



) Download Tor - Mozilla Firefox

Ele Edt ‘iew Hstory Bookmarks Toals  Help

Download Tor + v
$

(' ., é torprogect,arg | https:) fuws, forproject, org)download)download-2asy bl &n
Bt

Home  AboutTor  Documentation  Projects  Press  Blog  Store

[ownload Volunteer [onate

) 19% of 1 file - Downloads

Wl it _ tor-browser-2,2,35-12_en-US.exe
CICTTITTL | @ ®
Want Tortore 44 seconds remaining — 4.0 of 20,2 MB (376 KB/sec)
You need to chanig llate tﬂ' TOP
sarnings for details
i
T or BI'('JWSI e Donation b

[ersion 2. : =

[% . Donate
— |t donation options...

Clear Lisk Search... )-f|
Evervthing yOU NEED {em—————— e

requires no installation. Just extract it and fun. Leam More »

Nat Using Windows? Dawnlaad for Mac or Linux P Hicrosoft Windaws
P Apple 05 %
Looking For Sormething Else? View All Downloads b i/ Uni

P Al Downloads

hiktpa: | fiman, o project, orgdisttorbrowser bor-browser-2.2 35-12_en-U5.exe Y



") Download Tor - Mozilla Firefox

Ele Edt ‘iew Hstory Bookmarks Toals  Help
‘éDuwnIuadTur |+| :

(' é torprogect,arg | https:) fuws, forproject, org)download)download-2asy bl &n C‘I .-‘

[ownload Volunteer [onate

Open Executable File? [E

"tor-browser-2,2,35-12_en-US.exe" is an executable file, Executable files may contain viruses or
HOME » DOVNLOAD = ; : ety

other malicious code that could harm wour computer, Use caution when opening this file. Are you
sure yau wank ta launch "tor-browser-2, 2, 35-12_en-13.exe"?

4 Want Tor [ ] Don't ask me this again
You nieed b [ 0K ] | Cancel 0 Tor 1
Yarnings fo
I\ B
A1 Pratrear One-time Dionation v
TUI Bl W€l B]' Open File - Security Warning
[Yersion 2.2 35-12- ' .
Donate

The publizher could not be verified. Are you zure you want to
run thiz software?

Mame: tor-browser-2,2,35-12_en-US.exe Other donation aptions.
Publizher: Unknown Publizher

Type: Application

Everything you need to safely
requires no installation. Just ex

From: C:\Documents i ocumentsio. ..
| Huj% | Cahcel i :
Nat Using Windows? [ L Microsoft Windows
Abwayz ask before opening this file /
Apple 03 X
Thiz file does not have a walid digital signature that verfies it
: @ publigher. *vou should only run zoftware fram publishers you sk,
LDDklﬂl How can | decide what software to mun? Linus/Unix

P Al Downloads

hiktpa: | fiman, o project, orgdisttorbrowser bor-browser-2.2 35-12_en-U5.exe Y



E wtract Cancel

FE 7% Extracting

Elapzed time: 00:00: 01 Total zize: faMEB
R emaining time: 00:00:13 Speed: R352 KB/z
Filesz: ] Frocessed: 775 KR
Comprezssion ratio; Compressed size:

R

B ackground Cancel




Recycle Bin

g
-
Mazilla Firefox

Internet
Maailla Firefo
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@ Set Program Access and
Diefaults

@ Help and Suppart
lqﬁ Windows Mess _

)'_) Search
|,® Tour Wine 7.,
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& Downloads

File Edit ‘“iew Favarites Tools  Help

@Eack 3 \_’I.l lj‘: )ﬁ Search l]_ Folders | o) & x !’ T

== tor-browser-2,.2,35-12_en-1J5

Tor Browser z 7z 5Fx

Igor Pavlow
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J é Download Tor m

@) (i. torproject.org | https:/ /www.tarproject.org/download fdownload-easy.html.en

Tor

HOME » DOWNLOAD

You have chosen to open

[7| TorBrowser-2.2.35-12-0sx-i386-en-US.zip

which is a: ZIP archive (32.2 MBE)
from: https://www.torproject.org

What should Firefox do with this file?

) Open with | Archive Utility (default)

B

() Save File

[ Do this automatically for files like this from now on.

CONE I - R 20

Store

‘Want Tor to really work?
A You need to change some of your habits, as some things won't wo ‘III Tﬂl‘
warmings for details. .
" [ Cancel ) E-*—-} o
i -
Tor Browser Bundle for Mac on )
Version 2.2.35-12- 0S X
BROWSER Other donation options...
Everything you need to safely browse the Internet. This BUNDLE
package requires no installation. Just extract it and run. Learn
more » Download
Tor Browser.Bundie » Microsoft Windows
Not Using Mac? Download for Windows or Linux (sig) whars Thig? | English =
» Apple OS X
P Linux/Unix
Tor Browser Bundle for 64-Bit Mac > Al Downloads
Version 2.2.35-12 - OS X (64-Bit)
BROWSER Having Trouble?
Everything you need to safely browse the Internet. This BUNDLE
package requires no installation. Just extract it and run. Learn P Read the fine manuals
more » Download
Mac 64-bit

n (AT




Download Tor - (Private Browsing)

wv e l (l:l" tor pro

6:) é. torproject.org | https:/ /www.torproject.org/download /download-easy.html.en
=] Downloads re
== BEIE
¥ DEVICES
=l Macintosh HD
El ipisk
HOME » DOWNLOAD & Thunderbird a
L Firefox ~  TorBrowser_en-US
2
‘Want Tor to ¥ PLACES
You need to change
wamings for details E LI LEE
- i Casey I
ﬁ Applications
Tor Broy [l Documents
¥ SEARCH FOR
(L) Today
(L) Yesterday
Everything you need - PastWeek
package requires no (] Al images
more » [ All Movies
i All Decuments
Not Using Mac
b b o .
Linw</Unix
( R
Tor Browser Bundle for 64-Bit Mac » All Downloads
Version 2.2.35-12 - 05 X (64-Bit)
BROWSER Having Trouble?
Everything you need to safely browse the Internet. This BUNDLE
package requires no installation. Just extract it and run. Learn P Read the fine manuals
more » Download Y
Mac 64-5it v




) Tor Project: Anonymity Online - Mozilla Firefox

Ele Edt ‘iew Hstory Bookmarks Tools  Help

‘ éTur Project; Ananymity Onling | + | 7
€& § twpoctarg bty 8 Tor Browser X ‘,‘ 1
B File Edit Miew Favorites Tools  Help ? 4

eﬁack = \._.:'J lﬁ pﬁearch [1_ Folders |;$ E x q v

g . T,

I":’l App I";! Draka I;} Docs
| | |

e 4F

e FirefoxPortable P Wtart Tor Browser

Feport an carruption.

privacy, confidential business actities and prevents somabody watching your Internet
relationships, and state security known as frafic — connection from learning what sites you wst, Media

analysis and it prevents the sites you wisit from leaming Toiimialats Shl e et e Tty




®) Tor Project: Anonymity Online - Mozilla Firefox

Ele Edt ‘iew Hstory Bookmarks Tools  Help

‘ é Tor Project: Ananymity Onling

(' (ﬁ tatproject, org @3 B o B

File

Edit

Wiew

Favarites

Tools

Help

eﬁack - _\_/'l Ij fﬁ Search l.

Folders |$ lj x u’ v

=

I -

3
"

,

& Vidalia Control Panel

=

-

%

Skatus

=

LB

& Vidalia Control Panel

. Tar Browser

Skatus

LB

Establishing an enﬁypted directory connection

Widalia Shortouts

®Stup Tar

( I
Connecked to the Tor netwaork!
-

Widalia Shortouts

Setup Relaying

Stop Tor Setup Relaying

Wiew the Metwork Iz a Mew Identity

Wiew the Metwork Iz a Mew Identity

boi §

bo!

! Bandwidth Graph

6 About
E Exit

! Bandwidth Graph

=J Message Log

-

EJ Message Log

+| Show this window on startup

Feport an carruption.

privacy, confidential business actities and prevents somabody watching your Internet

connection from learning what sites you wst,

relationships, and state security known as {rafiic
analysis

Media

and it prevents the sites you wisit from leaming Toiimialats Shl e et e Tty




& Are you using Tor? - Tor Browser
Fle Edt Yiew Hstory Bookmarks Tools  Help

A wiou using Tor? | i ‘

€2 &S

H tarproject,arg | hktps:jcheck, torproject.arg)lang=en-USksmall=1Buptodate=1 g C"HE" Shartpage ;| 4 ﬁ'

Congratulations. Your browser is configured to use Tor.

b

Please refer to the Tor website for further mformation about using Tor safely. Tou are now free to browse the Internet anonymously

Tour [P address appears to be: 77.247.181.162

Thi= page iz alse available in the following lanquages:

ips (Arabiva) Buzmese Cesky dansk Deutsch Eigvirg (Ellinika) English espafiel Estonian gl (Pirsi] swemi frangais Italiane [14:45 Nharigo] nozsk (bekmal) Nederlands pelski Portuqués Portuqués do Brasil omdnd

Pyecwmt (Busskij) Thal Tirkce ywpaimenxa [ukrajins'ka) Vietnanese H0¢ ()




X

@ IP Chicken - Whats my IP address? ip address lookup - Tor Browser EHE

Fle Edt ‘View History Bookmarks Tools  Help

‘ (" 1P Chicken - Whats my TP address? ip addres...| + ‘

(' L i E l;i_ipchicken.cnm WYX ‘ |E" Srartpage }| B

e epeney,
A ]

|2

| CURRENTIP | SECURITY PORT SCAN | HELP

Current IP Address
17.247.181.162

Add to Favorites

Advanced

‘ Name Address: chomsky. torservers.net

) Remote Port: 45001

‘ Browser: Mozilla/5.0 {Windows NT 6.1; rv:5.0) Gecko/20100101
Firefox/5.0

Transfesring data From ww,yoeml net...




Encrypting Online Chat

« We will use Pidgin + Off-The-Record
« Similar weaknesses to Tor

» Private key compromise only
compromises most recent
conversation

« Only works for 1-on-1

conversations




Pidgin+OTR Protections

 Protects you from people knowing
what you're saying

« Protects you by authenticating who
you're talking to

« Does not protect you from people
knowing who you are talking to




’) Pidgin, the universal chat client - Mozilla Firefox

Fle Edt ‘iew Hstory Bookmarks Tooks  Help

@ Fidgin, the universal chat client IT‘ -
€ B pdgnim v g i
b 5]

DOWNLOAD | PLUGINS | HELP | ABOUT | NEWS | DEVELOPMENT ‘

IM all your friends in one place

Fidgin is an easy to use and free chat dient used by millons,
Connect to AIM, MSN, Yahono, and mare chat netwarks Jl at
ance,

Supported chat netwarks:

o AIM + Bonjour o (Gacu-Gadu
Baurnlnad N, o Googe Tak o Groupwise e ICO
Download Now s o o
SOUFCeFOrge - Trusted for Open Source o MySpacelM  » SILC o SIMPLE
o - o Sametime o MMPP s Yahoo! 4
2.10.4 for Windows v Zephyr

(hangelog

" Learn More #

Pidgin 2.10.4 contains two secunt 3




) Download Pidgin from SourceForge.net - Mozilla Firefox
Fle Edt ‘iew Hstory Bookmarks Tooks  Help

(™ bawrload Fidgin from SaurceForge.net | + ‘ -
(' sourceforge,net/projects/pidginyfiles Pidging2, 10,4/pidain-2.10.4.exe/downloadraccel_key=62%301337694520% 380t p %2530, [pidgin.im/ % 3478 19805%24a bS04 heodenrebd2efdf 7 7 7 X "l' Gonge ;‘ t
iEIJul’I:EFI:IrqE ::"=,1r,.ﬁ'_e,.-;-g-;*,\:::--;.-:--,;'f;:,-:--,-.,:,..-._> . Browse Blog Suppot  Jabs  Mewsletters  Resources Register Lag In

“} 41% of 1 file - Downloads

Your Pidgin download will start shorly...

: __ pidgin-2, 10.4.exe
Opening pidgin-2.10.4.exe |'E|

[-H!H-HMH-HMH-HMF

14 seconds remaining — 3.7 of 8.9 MB (365 KBfsec)

¥ou have chosen ko open

[ pidgin-2.10.4.exe

which is a: Binary Filz (3.9 MB)
Fram: http:ffvoxel dl.sourceforge. net

Wauld wau like ko save this File?
Loococl } N

w=m 0.9 ME — sourceforge. net

TransFerting data from pageadz.goo
SE—— |




) 0ff-the-Record Messaging - Mozilla Firefox
Fle Edt ‘iew Hstory Bookmarks Tooks  Help

| Off-the-Record Messaging | + ‘ z

(- H iy, cypherpunks. caf ot Cé,-"r- | ; %

113

Oft-the-Record Messaging

News  Downloads  Mailing Lists  Documentation  FAQ  Press  Software  People

Off-the-Recard (OTR) Messaging allows you to have private conversations aver instant messaging by providing:

® Encryption
Mo one else can read your instant messages.

& Authentication
You are assured the correspondent is who you think it is,
@ Deniability
The messages you send do not have digital signatures that are checkable by a third party, Anyone can forge messages after a conversation to make them look like they came from you,

However, during a conversation, your correspondent 15 assured the messages he sees are authentic and unmodified.

Perfect forward secrecy

If you lose control of your private keys, no previous conversation is compromised,

16 May = Security update: pidgin-otr version 3.2.1

2012
it fwww, cypherpunks.cajotrbinaies{windows pidgin-atr-3.2.1-1exe. I-0tr plugin contain a format string securtty flaw, This flaw could potentially be explaited by a remote attacker to cause arbitrary code to be v
e e ———————————————————————————————————————————————————————eeeeeeeeeeeeeeeeeeeeeeeeeeee': [ ————————



# Buddy List

Buddies Accounts

S[=/3

Tools

Buddy Pounces
Cettificates

ﬂ:;. Cuskom Smileys d
e PrgFereng o
Privacy
Set Mood iZ
25 File Transfers C
Roorn Lisk
System Log

Muke Sounds

I;:} Bevailable

& Plugins

|Enabled 4  Mame el
D IFIESSdUE 1HIESLAINIP FUrinides 2, 109 |
Cuskomizes the message kimestamp formats,

D Mew Line 2,10,4
Prepends a newline to displayed message.

Off-the-Record Messaging
W
) Provides private and SF_th'EE Cony

-d Messaging
wes the privacy of IM communications by providing encrvption, authentication, deniability,
20y,

g, Rob Smits,

“hris Alexander, Mikita Borisaw

sokr@cypherpunks, ca=

T T T T T T T

[ Psychic Mode 2.10.4
Pswchic mode For incoming conversation

Release Motification 2.10.4
Checks periodically for nesw releases,

Send Button 2.10.4
Conversation Window Send Button,

Text replacement 2.10.4
Replaces text in oukgaing messages according ko user-defined rules,

Timestamp 2.10.4
Display iChat-skyle timestamps

Transparency 2.10.4
Yariable Transparency for the buddy lisk and conversations.

Windows Pidgin Options 2.10.4
Cptions specific to Pidagin For wWindows,

|1 ¥MPPConsoleZ.10.4 _ &
[# Plugin Details

A A3 N

Configure Plugin l I Close




& Buddy List

Buddies F=Teaall]gle

Tools  Help

I:_. Mew Instant Message... oy B
- Join a Chat. ., ZerlH-iC
Gek User InfdM, Zkrl+1
Wiew User Log... CErl4-L

Shicy

Sork Buddies
add Buddy. .. iZkrl+B
Add Chat. ..

Add Group...

&+ + +

Quit

& Join a Chat

Please enter the appropriake information about the chat wou would like to join,

Account | [ warkshoptest2@irc freenade.net (IRC) W

L::i Sevailable

Channel: | #workshoptest10]

Password: il

(oo (o )]




orks hoptestU

Conversation  Options

& #workshopkest10

(z:20:02 PM) mode (+ns ) by
zelazny.freenode.net

|A|Eont | ok Insert | () Srilel

[ L ijk H -
Conversakion  Opkions Send To OTR @2
[ #workshoptest 10 * | (e workshoptestZ 3

g workshoptestz

|E| Font | &b Insert @imile!

an E ) Mok private

TR



®" workshoptest3
Conversation  Cptions OTR A

B #works.. s |EH #works . w |l worksh... = |_;| works...

B workshopkests

[(2:21:21 PM] Attempting to skart a private conversation
with workshoptest3...

(2:21:22 PM) workshoptest3 has not been authenticated
vet. You should authenticake this buddy.

(Fa (2:21:22 PM) Unwverified conversation with

workshoptest3 started.

|A|Font | ok Insert | (&) Smile! | & M, Unverified
Refres
End pr
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Authenticate workshoptest3

&)
-

€

are talking tois who he ar she claims ko be,

How wiould you like to authenticake wour bu
Question and answer

Authenticating a buddy helps ensure that the person you

ddy?

N

To avthenticate wsing a guestion, pick a guestion whpse anaver s fnown
o) (e pen and pecboolll. Enver nhi guestion ano” this ansawvens ien
wait o pewe bodd) e enter e anawver fee. IS0 anawvers dbn b

march, Men per may be raltig fe an impester

Enter queskion here:
What is wour gmail address?

Enter secret answer here (case sensitive):
supersecretemail@gmail.com|

Help Zancel

| | futhenticate

& Authenticate Buddy

Authentication from workshoptest2

Authenticating a buddy helps ensure that the person wiou
are kalking ko is who he or she claims ko be,

Yoo bodldy i arrempting e derermine i°8e orshe i eally raiog o
Fow, oriSis someone prerending e be pow.  Yoor bty Has asbed’ a
guestion, fdicated belowy. To avthendicare fe pew-Suddl, enver the
anawer and oiick SN

This is the question asked by wour buddy:
What is your gmail address?

Enker secret answer here (case sensitive):
supersecretemail@gmail, com|

Help

Cancel | | Authenticate




4

& Authenticating to Buddy

Authenticating to wufkﬂhuptestz

Your buddy has successfully authenticated ywou,
You may wank ko authenticake your buddy as
well by asking wour own question,

NERERERRRRRRA RN

& Authenticating Buddy

Pt Authenticatin@vurkahuptegﬂ

|' \
”@ Aukhentication successful,
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=" workshoptest3

i_onversation  Options

B #works.. x| #works.. s« | & waorksh... = & waorksha...

'ﬁ?ﬂ workshopkesks

(2:21:21 PM) Attempting to start a private conversation
with workshoptest3...

(2:31:22 PM) workshoptest3 has not been authenticated
yet. You should authenticate this buddy.

o (2:21:22 PM) Unyerified conversation with
wurkshupl:eslﬂ started.

t:‘,- (2:23:39 PM) The privacy status of the current
conversation is now: PI‘I"|"-EI|ZE|

|E|E|:|nt ap Insert -;:.:;.:".Iﬁmilel




& Buddy List
Buddies

\;:} Zuskam Smileis

Arccounts B

Buddy Pounces
Certificakes

Welcome to Pidc 4 Plugins

You have no account:
accounts From the &g
Accounts=Manag/
enable accounts, wou
your skakus, and kalk

Pris

Set Mood

é'}:,'::,b File Transfers

Swskem Log

Mute Sounds

@ Preferences

|I:'i"‘

| Conversations

Interface

Themes

Buddy Lisk

Logging

Loqg format: | HTML w

[+] Log all instant messages

[+#] Log al chats

by
[] Log all skatis changes to syskem log

i@ Preferences

Close




Introducing...Cryptocat

 Protects you from people knowing

what you're saying or who you're

talking to (but not who you are)

« Cross-platform

« No installation/configuration

required

« Avalilable as a Tor hidden service
/ - Malicieus server weakness




¥) Cryptocat - Home - Mozilla Firefox

Fle Edt Yiew Hstory Bookmarks Tooks  Help
ﬂ Cryptocat - Home

6 crypto.cat | h

About Cryptocat Documents Blog Source Code

g Cryptocat

Chat with privacy.

s Access from any desktop or mobile browser, or set up your own server,

Converse with your friends, partners and co-waorkers in privately and securely, in an
Instant messaging environment that offers encryption without sacrificing accessibility,

g Cryptocat for Chrome Best option

W8 Integrates with Google Chrome for faster, safer instant messaging.

Cryptocat is a new, free, open experiment that aims to let you do just that.
Watch the video!

gran Cryptocat for Android Under Development

1 v
o'W Use vour Android device for quick, secure access to encrypted chat.

What is Cryptocat? Who Uses Cryptocat?

Cryptocat is free software that aims to provide an open, accessible
Instant Messaging environment with a transparent layer of encryption
that warks right in your browser,

Friends & Family

Cryptocat means to be as accessible as any other
weh Instant Messaging platform, while also offering a
fransparent layer of secunty. This makes it an ideal
alternative to invasive services for talking with friends
and family,

Aw fiddlesticks!

This video can't e played with your current setup.
Please switrh tn A hrmwser that omyvides native H 264 sunaonrt

Nonprofits

Nonprofit  organizations reqularly require private

rommmonicatinne . kit oftan deal with nartios that




) Cryptocat - Mozilla Firefox
Fle Edt ‘iew Hstory Bookmarks Tooks  Help

ﬁtryptucat + z

ﬂcryptn.cat Fttps: ferypto.cat 'l' .o’l #

]
supersecretplace

Mew to Cryptocat? Check out this

Ceyptocat lets you instantly set up secure conversations, It's an open source encrypted,
private alternative to other services such as Facebool chat,

Messages are encrypted inside your own browser using AES-256, Encrypted data is securely
wiped after one hour of inactivity,

Cryptocat also runs as a Tor hidden service { § and warks on
your ifhone, Android and BlackBerry,

MEEMEMMM the Cryptocat Project




) [] Cryptocat - Mozilla Firefox
Fle Edt ‘iew Hstory Bookmarks Tooks  Help

ﬁ [-] Cryptocat + z
(' ﬂcryptu.cat hittps: |crypho.catffr=supersecretplace "‘l‘ ¥ ﬁ

Enter nickname

chatting as captainspy on https:/ /crypto.cat/?c=supersecretplace




¥)[-] Cryptocat - Mozilla Firefox

Fle Edt ‘iew Hstory Bookmarks Tooks  Help
ﬁ [-] Cryptacat +

{0 : . §
(- mcryptn.cat hittps: | crypto.catfFr=supersecretplace "

Type on your heyboard as
randomly a5

fon seconds: T

chatting as captainspy on https:/ /crypto.cat/?c=supersecretplace




¥)[-] Cryptocat - Mozilla Firefox

Fle Edt ‘iew Hstory Bookmarks Tooks  Help
ﬁ [-] Cryptacat + z

L]

(- ﬁcryptn.cat hittps: | crypto.catfFr=supersecretplace "" ¥, ﬁ

For mare infarmation on how Cryptocat works and its limitations, please visit the project website,
» captainspy has arrived

Wasbtgied (313313 ['m chatting to myself and this time... nobody has to know
BWAHAHAHAHAHA!

chatting as captainspy on https:/ /crypto.cat/?c=supersecretplace

i} captainspy




) [-] Cryptocat - Mozilla Firefox
File Edt Wiew History Bookmarks Tools  Help

ﬁ [-] Cryptacat + z

L]

(- ﬂcryptn.cat hitps: crvpho. cat/Pr=supersecretplace "'l' i ﬁ

Far mare infarmation an how Cryptocat works and its limitations, please visit the project website,
» captainapy has arrived

leskikd 13131313 ['m chatting to myself and this time. .. nobody has to know
BWAHAHAHAHAHA)

chatting az captainspy on https:/ /crypto.cat/?c=supersecretplace

1} captainspy

I

sending you a private mess age|




£)[] Cryptocat - Mozilla Firefox
Fle Edt ‘View History Bookmarks Tools  Help

ﬂ [-] Cryptocat + 7

(' ﬂcryptn.cat hitps: fcrypho.catffr=supersecretplace .'- 4 ﬁ

Far mare information on how Cryptocat worls and its limitations, please visit the project website,
» captainspy has arrived

WEavantiyd |3lalala I'm chatting to myself and this time... nobody has to know
BWWAHAHAHAHAHA!

v iy e bk | M SEnding you & private message

chatting az captainspy on https:/ /crypto.cat/?c=supersecretplace

I} captainspy




What is Encryption Anyways?

+ A way of encoding information

« Makes eavesdropping much more
difficult

« Generally prevents your adversary
from knowing what you're saying but
not who you're saying it to.

Nothing to see here




Examples of Encryption

+ Code Words

« Caesar Cipher (Shared key)
« WWII Enigma Machines

« HTTPS/SSL (Public Key)

« PGP (Public Key)

Nothing to see here




Caesar Cipher

HI JKLMNOPQRSTUV WX
| JKLMNOPQRSTUV WX A
SECRETMESSAGE
TFDSFUNFTTBHEF

Example: Shift up to encrypt
Shift down to decrypt
Shared secret system

Nothing to see here

e X <«




What Does it Protect Me From?

« Seizure of information

« Interception of communications

« Un-authenticated communications

+ Is not foolproof and is always better

to not store the information in the
first place!

Nothing to see here




So what does it look like?

{Plalntext] {Plalntext}

| HE‘||D Wnrldl HE”D Wnrldludf

{clphertext]

.I--lrilu-iu-'i Fareos B T A A T R

: #/Egluyrwkmn S: {'-JI

|'
S ——.

———
Decryption




TrueCrypt & VeraCrypt

« Makes encrypted “volumes”
from files and drives.
« Transparent & plausibly
deniable
+ Open source & Cross-
platform
« Offers full disk encryption

( (Windows), “hidden volumes”

\ way better than FalseCrypt

Sy @O @9«




Does Not Protect Against

« Misplaced trust

« Evil maid attacks

« User error

« Swap/cold boot attacks
- Rubber-hose attack

way better than FalseCrypt

Sty e



“Full-disk Encryption”

« Immune to
swap/recovery attacks
« Overall much more
secure

« Slightly slower than
folder encryption

way better than FalseCrypt

Sty e



| TrueCrypt - Free Open-Source On-The-Fly Disk Encryption Software for Windows 7/Vista/XP, Mac 05 X and Linux - Mozilla Firefox

File Edit  Wew

History  EBookmarks  Tools  Help

| E TrueCrypt - Free Open-Source On-The-Fly D... | + |

4

(- wiei Eruecrypl.org [}

e ]

'-'l T gpgdwin gnu privacy assistant

News

* 2012-02-07
TrueCrypt 7.1a
Released

* 2011-09-02
TrueCrypt 7.1
Releasead

* Z0X0-03-08
TrueCrypt 7.0a
Released

* 20X0-07-13
TrueCrypt 7.0
Releazead

» 2009-31-23
TrueCrypt &, 3a
Released

[Mews Archive]

0 W B o e G S El e i R o

Downloads Hews Future History Screenshots

TrueCrypt

Free open-source disk encryption software for Windows 7 f¥istafXP, Mac 05 X, and Linux

Please consider making a donation.

Donate Mow == Make a Donation

Main Features:

+ Creates a virtual encrypted disk within a file and mounts it as a real disk,
« Encrypts an entire partition or storage device such as USB flash drive or hard drive.
¢ Encrypts a partition or drive where Windows is installed {pre-boot authentication),

* Encryption is automatic, real-time (on-the-fly) and transparent.

k<)
|>:‘*




%) TrueCrypt - Free Open-Source On-The-Fly Disk Encryption Software for, Windows 7/Vista/XP, Mac 05 X and Linux - Downloads - Mozilla Firefox

File Edit ‘Yiew History Bookmarks Tools  Help
[ n TrueCrypk - Free Open-Source On-The-Fly D i

{- n i bruecrypl, org/downloads :A," v | |'.:l = gpgdwin gnu privacy assistant P| | .3 |

List of supported versions of operating systerns +  Legal notices

Windows 7AdstaMEA2000

TrueCrypt Setup 7.1a.exe (3.3 MB) PGP Signature

Mac OF X

drng package PGP Zignature

Lins

|(Select a package) v

tar.gz containing an executable setup file PGP Signature

What are PSP signatures?

More Downloads

Source code, language packs, past versions, public key




& TrueCrypt Setup 7.1a

Wizard Mode

Select one of the modes, IF you are nok sure which to seleck, use the default mode.

(* Install

Select this option if wou want ta install TrueCrypk on this swskermn,

(" Extract

If wou select this option, all files will be extracted from this package buk nothing will be
installed on the system, Do not select it if you inkend ko encrypt the syskern partition or

system drive, Selecting this option can be useful, For example, iF wou want bo run
TrueCrypt in so-called portable mode, TrueCrypt does not have ko be installed on the

operaking system under which it is run, After all files are extracted, vou can direckly run

the extracked file 'TrueCrypt.exe’ (then TrueCrypt will run in porkable mode).

s

Help < Back, Mexk =

Zancel




&7 TrueCrypt Setup 7.1a

Setup Options

Here ywau can sek warious opkions to contral the installation process.,

Please select or bype the location where wou want ko inskall the TroeCrypk program Files, IF the
specified Folder does nok exisk, it will be aukomatically created.

| A Program Filest TroeCrypk),

v Install For all users

v Add TrueCrypt ko Skart menu

W Add TrueCrypk icon to deskkop

W Associake the (e file extension with TrueCrypt
v Create System Restore poink

Help

« Back

Browse, ..

s

Inskall

iZancel




B TrueCrypt

Molumes  System  Fawaorites  Tools  Settings  Help Homepage

Drive | Yolume | Size | Encryplion algorithn | Type |
L F:

g (5

g H:

[ !

i ]; ~

|

e |

g V]

e i

g ()

e P

e ()

e ¥

g

K

Create Yolume E l Yolume Propetkies. ., | Wipe Cache

—Yolume

I j Select File., ..

¥ Mever save history l

Select Dewvice. .,

I Miaounk |\ Auko-Mount Devices “ Disrmount All H Exit H

Yalume Toals. ..




B TrueCrypt Volume Creation Wizard

TrueCrypt Volume Creation Wizard

{* Create an encrypted file container

Creates a virtual encrypted disk within a file, Recommended For
inexperienced Users,

More infarmation

{" Encrypt a non-system partition/drive

Encrypks a non-syskem partition on any inkernal or external
drive (e.g. a flash drive), Optionally, creates a hidden wolurme,

{" Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
whio wants ko gain access and use the swskem, read and wrike
files, etc., will need to enter the correct password each kime
befare Windows boaots, Opkionally, creates a hidden syskem.

More information abouk syskem encrypkion

Help h Mext = | Zancel
.

o




B’ TrueCrypt Volume Creation Wizard

vialure.,

valure,

Volume Type

{* Standard TrueCrypt volume

(" Hidden TrueCrypt volume

Mare information abouk hidden vaolurmes

Help

= Back,

Select this option if wou wank to create a normal TrueCrypk

It may happen that wou are forced by somebody ba reveal the
password ko an encrypted volume, There are many situations
where wou cannok refuse ko reveal the password (For example,
due ko extartion), Using a so-called hidden wolume allows wou ko
solve such situations without revealing the password to your

Cancel

Ne>{:}> |




E' TrueCrypt Volume Creation Wizard

Volume Location

| - Select File, ..

hg

& TrueCrypt wolume can reside in a file (called TroeCrypt containet),
which can reside on a hard disk, on a USE flash drive, etc, &
TrueCrypt container is just like any normal File (it can be, for
example, moved or deleted as any normal File), Click "Select File' to
choose a filename For the container and to select the location where
woll wish the container to be created,

W Mever save history

WaRMING: IF vou select an existing file, TrueCrypk will NOT encrypt
it; the File will be deleted and replaced with the newly created
TrueCrypt conkainet, ou will be able ko encrypt existing files (laker
an) by maving them to the TrueCrypt container that wou are abouk
to create now,

Help < Back Zancel




Specify Path and File Name

My Recent
Diocuments

T

Dezkiop

by Documents

tAy Computer
ki M ebwork,
Placez

) user

7 kde
5 Kilemil
ﬁi‘l apphata

) Deskkop
[ElDu:u:umenl:s

E',?Fawrites
[Eww Documents
[ﬁStart Menu
[ElLlserDal:a

=] Eilemil

File name: encrypted. file

Save

Save as type: Al Files [*.7]

Cancel




B TrueCrypt Volume Creation Wizard

Volume Location

| Z\Documents and Setkingsiuser\Deskka - Select File. ..

W Mever save histary

A TrueZrypt wolume can reside in a file (called TrueCrypt conkainer),
which can reside on a hard disk, on a USE Flash drive, etc, A
TrueCrypk conkainer is jusk like any normal File (it can be, For
example, moved or deleted as ary normal file). Click "Select File' ta
choose a filename For the container and to seleck the location where
woll wish the container to be creaked,

WARMING: IF waou select an existing File, TrueCrypk will MOT encrypk
it; the File will be deleted and replaced with the newly created
TrueCrvpt conkainer, You will be able ko encrypt existing Files {laker
on) by moving Ehem ko the TrueCrypt conkainer that wou are abouk
Lo creake now,

= Back Mext :|= Zancel




Specify Path and File Mame

Save in:

D

k1 Recent
Documents

F‘ -
I
Dezkiop

i
E

by Documents

~
i

.

kA Cormputer

b M ebwarl,
Flaces

=) uzer

) . kde

L7 kilernil
lii'l.ﬁ.ppDaI:a
) Desktop
[E]Du:u:uments

‘;',3 Favarites
[rfll"ﬂﬁ,-' Docurments
IEISI:arI: Menu
[EILIserDal:a

=] Eilemil

File name: encrypted.file

Cave

Save az type: All Files 7.7

Cancel




E' TrueCrypt Volume Creation Wizard

Encryption Options

Encryption Algorithm

ks R

FIPS-approved cipher (Rijndael, published in 1998 that may be
used by U.5, government deparkments and agencies to prokect
classified information up ko the Top Secret level, 256-bit key,
128-bit block, 14 rounds (AES-256), Mode of operation is XT3,

More information on AES EBerchrmark

Hash algorithrn

|RIF‘EMD-1E-EI Information on hash algorithms

Ne:[:}} Cancel




B’ TrueCrypt Volume Creation Wizard

Volume Size

| 100

Free space on drive C:\ is 9.98 GB

Please specify the size of the container wou wank to create,

If wou create a dynamic (sparse-file) conkainer, this parameter will
specify its maximum possible size,

Moke that the minimum possible size of a FAT wolume is 292 KB,
The minimumn paossible size of an NTFS volume is 3792 KB,

Zancel




B’ TrueCrypt Yolume Creation Wizard

Volume Password

B o
Password:

: *****************ﬂ
Zonfirm:

| Use keyfiles
| Display password

It is wery important that vou choose a good password, Yoo should
avoid choosing one that contains only a single word that can be Found
in a dictionary (or a combination af 2, 3, or 4 such waords), It should
nok conkain any names or dates of birth, It should nok be easy to
guess, A& good password is a random combination of upper and lower
case letters, numbers, and special characters, suchas @ ~=%* +
etc, We recommend choosing a password consisting of more than 20
characters (the longer, the better), The maximum possible length is 64
characters,




B TrueCrypt Volume Creation Wizard EJIEI[EI

Volume Format

Dpkions

Filesystem [ifiis: luster |DeFa|_|II: | [ Dwnamic

Random Pool: *H+s st sasasasasasrotosrsasss [
Header Key: #F s s @ s e n v S A e Fw AR AATHELS
[Master Key: ®ra s s s n s e a nn A AR AR AR R AR THHH S

Dione Speed Lefk

IMPORTAMT: Move your mouse as randomly as possible within this
window, The longer wou mowve ik, the betker, This significantly
increases the crypkographic strength of the encryplion keys, Then
click Format ta create the valume,

Help Formak iZancel




B TrueCrypt

Yolumes Swstem  Fawvorites  Tools

Drive | Yolumne
g
gl (5
G H:
g [
e ]
S
g |
i M)
I
gl )
G P
)
L 1=
a5

iZreate Yolume

Yolume

Size | Encryption algorithm

v Mever save history

Mounk ‘ Suto-Mounk Devices

Yaolume Tools, .

Dismount &ll

Homepage

|4

Select File. ..

Select Device, .




@ Dezktop

I'H“Iy Docurments

:} My Compuker

My Recent WMy Netwark Places
S s @Mmilla Firefox

ﬁ Mozilla Thunderbird
5 Cpen2ffice.org 3.2

ETrueCrypt
E] secrek
E secrel, bxk

by M ebwork, File name: |E:r'||:r_','|:|tE=I:|
Flaces

Files of type:; ]f-'nll Files [*.7]




B TrueCrypt

Yolurmes Swskem  Favorites  Tools  Setkings  Help Homepage

Drive | Molume Size | Encryption algorithm Type ~
a5
it H:
]
it ]
S |
gl | |
g [\
S =
Sl ()}
WP
()
e L
e =T

|4

Zreate Volume | alume pettie |

Yalume
| Z:\Documents and SettingsiuserDeskiop)encrypted. file - Select File, ..
W Mever save history
Yalume Tools. .. ] Select Device...
Maunk ‘ Auto-Mount Devices Disrnount &l ‘ E:xit

|
— A




Enter password for C:\Documents and Settingsh... \encrypted.file

F'EISS'."'.'DI"EI: B R R b E b h R I

| Cache passwords and keyfiles in memory ancel

| Display passward

| Use kevfiles Kevyfiles. .. Mount Options. ..




B’ TrueCrypt

Yolumes

Syskern  Faworites Tools  Setkings  Help

Homepage

Diiwve

G
Gl (5]
Gt H .
Gt | ;

Gt

Gl |
Gtk | ;

Gt V],
Gl N
Gl ()
G P
Gl (),
e K
Gl )

Yolume
i \Documents and Setkingsiuse. ., \encrypted.file

_reate Yalume |

Size | Encryption algorithbnm Tvpe

99 MB  AES

Yolume Properties. .. |

Yalume

Mormal

o

W Never save history

| Z:\Documents and SettingsiuserDeskioplencrypted, file

Yolume Toaols, ..

Select File. ..

Select Device, ..

Disrnounk Suko-Mounk Devices

Disrnount all

Exik




2 My Computer
File Edit ‘Wiew Favorites  Toaols  Help

@Back = \_J Lﬁ ‘;ﬁ] Search [{_ Folders | (g |3+ x !’ *

Files Stored on This Computer

= ey

P —
I"’J Shared Documents I‘—J user's Documents
! |

Hard Disk Drives

@ Local Disk. () E@ Local Disk (F:) %

DEH‘iEEﬂ!F_h_ _Remmrahle Storage

D Drive (D)

Metwork Drives

i v on whoxsey (B




B TrueCrypt Volume Creation Wizard E“El@

TrueCrypt Volume Creation Wizard

(" Create an encrypted file container

iCreates a virkual encrypted disk within a file, Recommended For
inexpetienced users,

Mare information

(" Encrypt a non-system partition,/drive

Encrypts a non-syskem parkition on any inkernal or external
drive (e.q3. a flash drive), Optionally, creates a hidden wvolume,

{* Encrypt the system partition or entire system drive

Encrypts the partitin:un,l'driale},where Windows is installed. Anvone
who wants ko gain access and use the sysktem, read and wrike
files, etc., will need to enter the correct password each kime
befare \Windows boots, Optionally, creates a hidden system.

More infarmakion abouk syskem encrvpkion

Help Mexk = iZancel




B TrueC rypt Yolume Creation Wizard E”EHE]

Type of System Encryption

(* MNormal

Select this option if wou merely wank ko encrypt the system
parkition ar the entire system drive.

(" Hidden

It may happen that wou are Forced by somebody to decrypk the
operating syskem, There are many situations where wou cannak
refuse to do so (for example, due to extortion), IF you seleck
this aption, wou will create a hidden operating syskem whose
existence should be impossible to prove (provided that certain
guidelines are Followed), Thus, wou will nok have to decrypt or
resveal the password ko the hidden operating syskem. For a
dekailed explanation, please click the link below,

Maore informakion

Help NEFQE = iZancel
K



B TrueCrypt Yolume Creation Wizard E”E”EJ

Area to Encrypt

(" Encrypt the Windows system partition

Select this option to encrypt the partition where the currently
running Windows aperating syskem is installed,

{* Encrypt the whole drive

Select this option if wou want to encrypt the entire drive on
which the currently running Windows syskem is installed, The
whole drive, including all its partitions, will be encrypted excepk
the First track where the TrueCrypt Book Loader will reside,
Anvione who wants bo access a syskem installed on the drive, or
files stored on the drive, will need ko enter the carrect
password each kime before the syskem starts, This opkion
cannok be used ko encrypk a secondary or external drive if
Windows is not installed on it and does not book From ik,

B

Zancel




3 TrueCrypt Yolume Creation Wizard E”E”EJ

Encryption of Host Protected Area

(" Yes
{* Mo

Ak the end of many drives, there ils%an area kthat is normally hidden
fFrom the operating system (such areas are usually referred to as
Host Prokecked Areas), Howewver, some programs can read and write
daka from to such areas,

WARMNIMNG: Some computer manufacturers may use such areas ko
store bools and daka For RAID, swskem recovery, swskem setup,
diagnaskic, or other purposes, IF such kools or daka musk be
accessible before booting, the hidden area should MOT be encrypked
ichoose o' above),

Do wou wank TrueCrypt ko detect and encrypt such a hidden area (if
arry] ak the end of the system drive?

Zancel




E' TrueCrypt Volume Creation Wizard E“E”El

Number of Operating Systems

{+ Single-boot

Select this opkion if there is only one operating swsktem installed
on this computer (even if it has mulkiple users).

 Multi-boot %

Select this option if there are bwo or more operating syskems
installed on this computer,

For example:

- Windows ¥P and Windows xP

- Windows ¥P and Windows Yista
- Wiindows and Mac 05 %

- Wiindows and Linux

- Windows, Linuz and Mac O5 ¥

Help < Back, Mexk = Cancel




E" TrueCrypt Yolume Creation Wizard

Eescue Thsk

Before wou can encrypt the partition/drive, wou musk create a
TrueZrypk Rescue Disk (TRDY, which serves the Following purposes:

- If the TrueCrypt Book Loader, master key, or ather critical daka geks
damaged, the TRD allows wou to reskore it (noke, howewver, that you
will skill hawve ko enker the correck passwaord Ehen),

- If Windows gets damaged and cannok skark, the TRD allows wou ko
permanently deceypt the partition/drive before Windows starks,

- The TRD will contain a backup of the present content of the First
drive track {which bvpically contains a system loader or book manager)
and will allow waou to restore it iF necessary,

The TrueCrypk Rescue Disk IS0 image will be created in the location
specified below,

| A Documents and SettingsiuseriDeskiop) rescue

Help < Back, | I"-.Ief_‘&; |




B TrueCrypt Volume Creation Wizard

Rescue Disk Recording

The Rescue Disk image has been created and stored in this File:
iZ:\Documents and Setkingsiuser Deskiopirescuedisk:

Mow wiou need bo burn it bo a COoar DYD,

IMPCORTAMT: Moke that the file must be written ko the COYDYD as an
150 disk image {nok as an individual File), For information on how bo do
=0, please refer ko the documentation of your COYDYD recording
software. IF wou do not have any COYDNVD recording sofbware that
can write the IS0 disk image to a COYDYD, click the link belaw bo
download such free software,

After wou burn the Rescue Disk, click Mext ko verify that it has been
correckly burned.

Download COYDYD recording sofbware

Help e iZancel




B TrueCrypt Volume Creation Wizard

Rescue Disk Verified

The TrueCrypt Rescue Disk has been successfully verified, Please
rernawve it From the drive now and store it in a safe place.

Click, Mext ko continue,

Zancel




B’ TrueCrypt Volume Creation Wizard

Wipe Mode

Wipe mode: | Yane (Fastest)

o some bypes of storage media, when data is overwritken with ather
data, it may be possible to recover the overwritken data using
techniques such as magnetic Force microscopy, This also applies ko
daka that are overwritten with their encrypted form (which happens
when TrueCrypt initially encrypts an unencrypked partition ar drive),
Accarding to some skudies and governmental publications, recovery D%
overwritken data can be prevented (or made wvery difficult) by
overwritting the data with pseudorandomn and certain non-random
daka a certain nurmber of times, Therefore, if vou believe that an
adversary might be able ko use such kechniques to recover the data
voll inkend encrypk, waou may want to select one of the wipe modes
(existing data will MOT be lost), Mote that wiping will NOT be
performed after the partitionfdrive is encrypted. When the
parkition/drive is fully encrypted, no unencrypted data is writken to ik,
Any daka being writken ko it is firsk encrypked on the Fly in memory and
only then is the (encrypked) data writken ko the disk,

Help < Back,




B’ TrueCrypt Volume Creation Wizard

System Encryption Pretest

Before encrypking your syskem partition or drive, TroeCrypt needs ko
verify that everything works correckly,

Afker wou click Tesk, all the necessary components (for example, the
pre-boaot authentication component, i.e. the TrueCrypk Book Loader)
will be installed and wour computer will be restarked, Then wou will
hawve ko enter vour password in the TrueCrypk Book Loader screen
that will appear before Windows starts, After Windows starks, wou will
be automatically informed about the resulk of this pretest,

The Following device will be modified: Drive #0

If wou click Cancel now, nothing will be installed and the pretest will
nok be performed,




=0

B’ TrueCrypt Yolume Creation Wizard EHE

Pretest Completed

The pretest has been successfully completed,

WARMNIMNG: Please note that if power supply is suddenly inkerrupted
while encrypting existing data in place, or when the operating swskem
crashes due ko a sofbware error ar hardware malfunction while
Truerypt is encryphing exisking data in place, portions of the data wil
be corrupted or losk, Therefore, before wou skakk encrypting, please
make sure that ywou have backup copies of the files you wank bo
encrypt. IF wou do not, please back up the files now (wou can click,
Defer, back up the files, then run TrueCrypt again anvtime, and select
'Syskem’ = 'Resume Interrupked Process' bo skark encrypling).

When ready, click Encrypt to skark enceypling.,




E' TrueCrypt Yolume Creation Wizard

Encryption

Dptions

Wipe mode: |

Pause

Done 0.123%: akbatus | Encrwpting Left | 54 minukes

You can click Pause ar Defer anykime to inkerrupk the process af
enctyption or decryption, exit this wizard, restart or shuk down your
computer, and then resume the process, which will continue From the
poink it was stopped. To prevent slowdown when the system ar
applications write or read data from the swstem drive, TrueCrypk
automatically waits unkil the data is writken or read (see Stakus
above) and then automatically continues encrypling or decrypting,

More information

Help




PGP Email Encryption

« Cross-platform

« Works best with email clients
« Lots of moving parts

- Long-standing, open-source
solution

« Can encrypt emails and files

eGnuPG

Nothing to see here

Sty e =




Protects Against

- Unauthenticated conversations

« Adversary knowing what you are
saying (body & attachment)

« Seizure from your computer or on
the wire

eGnuPG

Nothing to see here

Sty e =




Does Not Protect Against

« Adversary knowing who you are/are
talking to

« Misplaced trust

« User error

« Swap/cold boot attacks

« Rubber-hose attack

EGnuPG

Nothing to see here

Sty e =




Max is sending an email

P encrypted with the Alle's
public key
L | k /

3 | o
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Alle has received the email

from Max and decripts it with

his own private key /, N ‘

mons.wikimedia.org/wiki/FiIe:Public_key_encryption_emaiI.svg




Choosing a Secure Passphrase

- Unique

- Letters, numbers, special
characters

- It's a phrase, not a word
«Thls 1s nOt s3cur3

g%GnuPG

Nothing to see here
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) Mozilla Thunderhird - Mozilla Firefox

Fle Edt ‘iew Hstory Bookmarks Tools  Help

@ Mozilla Thundzrbird IT‘

(' @ i ozl orglen-LS
S

siv@ |;t"'Gucuglns

Software made to
make email easier.

Thunderbirdis a free ematl application
that's easy to set up and customize - and
it's loaded with great features!

* Thunderbird

Free Download

b

Releaze Motes - Other Systems & Languages

"} 11% of 1 file - Downloads

__ Thunderbird Setup 12.0.1.exe

[-----
1 minukte, 17 seconds remaining — 2.0 of 16,8 MB (196 KBfsec)

Clear List Search... ;:1'

: i .
Talnlas Paliala iBlaits
INpart | LAOMMmUny

it !

| ; i
Fuar Prlier anal Matiree
Frl HCy | LE] TICES

[ ! |

P s i W |
Organizations | About

Copyright & 2005-2012 Mozilla

it et rnazila, orggthunderbird [download Fproduck=thunderbird-12.0, 1 fos=win&lang=en-L15




% Mozilla Thunderbird SEtup |Z||EE|

f 4

Welcome to the Mozilla Thunderbird
Setup Wizard

This wizard will guide wou through the inskallation of Mozilla
Thunderbird.
It is recommended that wou close all akther applications
before starking Setup, This will make it possible to update
relevant syskem files without having ko rebook your
campukter,

Click Next to continue,




% Mozilla Thunderbird Setup

Setup Type
Zhoose sekup options

iZhoose the bype of setup wou prefer, then click Ne:xk,

(*) Standard
Thunderbird will be insktalled with the mosk common options.,

{:} _uskom

Yo may choose individual opkions to be installed. Recommended For experienced
USErs,

Use Thunderbird as my default mail application

[ < Back, ” Mexk = ] [ iZancel




¥ Mozilla Thunderbird Setup

Summary
Ready ko skart installing Thunderbird

Thunderbird will be installed ko the Fallowing location:

Thunderbird will be set as wour defaulk mail application,

Click Install bo continue,

[
” II":\Sl}ta" ] [ ancel




¥ Mozilla Thunderbird Setup ZH: X

' i 4
- Completing the Mozilla Thunderbird
/ | e 1 Setup Wizard

P Mozilla Thunderbird has been installed on wour computer,

Click Finish to close this wizard.,

Launch Mozilla Thunderbird now




A

Mail Account Setup

Your name:
Email address:

Password:

Super Mc. Secret

hackblocoworkshopi@grmai

Remembet password

Conkinue | | Zancel

x]




Mail Account Setup

Your name: | Super Mo, Secrek
Email address; | hackhlncwnrkshnp@gmai;
Password: | -----------------;

Femember password

Zonfiguration found in Mozilla ISP database

(*) IMAP {remote folders) () POP3 (keep mail on your computer)

Incoming:  IMAP imap, googlemail, com, S50
Qukgoing:  SMTF smtp,googlemail, com, S50 %

Username:  hackblocworkshop@agmail. com

Manual config Create Accuunl:| | Cancel




g ! (l HET L L

‘ Inbox

@ Inbox (3)
B fomalf
D Drafts
B ek Mail
(& al mai
EI:) 3pam
ﬁ Trash

|| Starred
|| Personal
| Receipts
| Travel
L ok
E- Local Folders

= @:u hackblocwor...pi@gmail.com F

File Edit Yiew Go Message Tools Help

& [ et Mail - \_»’I) Wirite .ﬂu:ll:lress Bk,

Thunderbird Architect. In these profiles we describe the activities and

ﬂ Mozilla Thunderbird is free and open source software from the non-profit Mozilla Foundation,

L Coick Filker E
R : 8 v e s
t & @  Subject o0 From Date &
it Get Gmail on your mobile phone 2 Gmail Team 12:13 AM l
4t Import your contacts and old email 2  Gmail Team 12:13 AM
% Customize Gmail with colors and themes @ Gmail Team 12:13 AM
F
Welcome to
S\ Thunderbird Contributors: QA and Development
When the Thunderbird team recently started talking about how to increase the
size of the Thunderbird contributor community, we thought that one interesting
thing we could do was to describe the daily life of members of the Thunderbird
team. In this post, we introduce readers to Thunderbird's quality assurance and
development activities, and link to profiles of Ludo, our QA Lead and David,
v

Know your rights... | x

=P

Unread: 3 | Taotal: 3




°) Gpg4win - Secure email and file encryption with GnuPG for Windows - Mozilla Firefox

Fle Edt View Hsfory Bookmats Took  Help
‘ i (Gpgdwin - Secure email and Fle encryption ... m

, (' J ') i W, QRg4win.org

e L]
¢ o

— PGWN‘ About Gpgdwin ‘ Documentation Community

ofa English | ™ Deutsch

Suppert Donate ' ‘

Download
h Gpgdwin 2.1.0

Change Histary - Check integrity

4 oy cIEEN
Diwi aitd Dinfbme Edley Ergtibiogn Fige i
L] al e W &
Ik imorir: Dot moorirm | ooy Voo Zorillal 3" Ten weln

1 ) s

e b,

| o

News

20120504

§ Gpydwin 2.1.1 Beta
released

W15
§ Gpydwin 2.1.0 released

Older meszages in news archive.

(pg4win - a secure solution...

.. for file and email encryption. Gpodudn (GNU Privacy Guard for Windows) is Free Software

and can be installed with just a few mouse clicks.

Theeover Gnodiem

(rettma started

Tom the conmmpity




’) Gpg4win - Download Gpgdwin - Mozilla Firefox

Fle Edt ‘iew Hstory Bookmarks Tools  Help

[ a @pgdwin - Download Gpadwin

\t ) §  opodwin,org)download bl dhyp ‘ ‘.ﬂ, Google p| . A

+ README Gpgdwin 2.1.0 contains:

Gpgdwin 2.1.0 GuuPG 2.0.17

Eleopatra 2.1.0 (2011-02-04)

You can download the full version (including the Gpgdwin compendium) of Gpgdwin 2.1.0 here: s

GpgoL 1.1.2
; GpgEx 0.9.7
Gpg4wm 2.1.0 ‘ Clawg Hail 3.7.8cvad?
Lo ey Eompendiwe (de) 3.0.0
Size: 39 MBvte | Released: 2011-03-15 Conpendite len) 3.0 0cberal )

o OpenPGP signatur (far gpgdwin-2.1.0.exg)

o SHAT checksum (for gpgdwin-2.1.0 exe):
£619313ch42241d6837d20024a814h81a1fe7E6d gpydwin-2.1.0.exe

o Change History

o Sources and other Gpgdwin-2.1.0 vaniants:
o Full version but without Kleopatra and manuals:

Gpgdwin-Light 2.1.0

Bize 19 MByte

0 OpenPGP signatur (far gpodwin-light-2.1.0 exe)
0 gpgdwin-2.1.01arbz2 (source cade package]; size: & MByte

hitep: ffiles. gpgwin. orgfgpgwin-2.1.0.exe o Al versions and OpenPGP signatures: files. qpodwin. or, ¥




® Gpgdwin Setup

\©

Choose Components

Zhoose which Features of Gpgdwin wou want ko inskall,

i_heck the components wou wank ko inskall and uncheck the components wou don't wank ko
install, Click Mext to conkinue.,

Select components ko inskall:

Space required: 104, 7MB

EnUPG

kleopatra

GRacL %
GpgEx

iZlaws-Mail

impgswin Compendiurm

Descripkion
GMLU Privacy Assiskant

< Back, ” Mexk = ] [ iZancel




¥ Gpgdwin Setup

. A \ @ Define trustable root certificates

SIMIME configuration

iapg4win needs a lisk of rook certificates which wou krusk,

Tao avoid that each user musk search and install the required rook
cetkificates, and also check and authenticate the trusbworthiness aof
the same, it is useful ko install a system-wide defaulk of the mosk
importankt rook certificates:

1. Store the rook certificates

Zopy rook cerkificake File bo;

Therewith wou can use S/MIME, the configuraktion is skringently required. Skip this
configuration only if wou don't wank ko use S/MIME.,

v | Riook certificate defined ar skip n:u:unFin;L\J*;al:iDn




&' Inbox - Mozilla Thunderbird = i Ead

Fle Edt ‘Yiew Go Message WAESN Help
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Edit  Wiew Go Message

&' Add-ons Manager - Mozilla Thunderbind

O% Search
ks .
= Get Add-ons

nf& Extensions

}{3 | Appearance

i Plugins

Tools  Help
I u* Add-ons Manager x® I =
- enigmail y
Mame Last Updated Best match =
Search: My Add-ons  (EXENE]=F=lExl!
: = ; : FS
EI‘IIgI‘naIl 1.4.1 Friday, April 20, 2012 =
EMIG
MaiL

» ©

OpenPGP message encryption and authentication for Thunderbird and Seaionkey.,  More

Inst.
Install this add-on

iLeopard Mail 3.2.6 Monday, Augus
It is a Theme of the Mac Leopard-style which did iLeopard in a model,  More
Display mailing list header 0.3.2 Saturday, April 21, 2007

This extension implements RFC 2369 For Thunderbird: Special mailing list header fields in the mail are parsed, and the links are displaved in the extended header view. You can click th...  More Install

@ Leopard Mail-Default-Graphite 3.2.6 Manday, August 02, 2010
This theme is the skin which can change your Thunderbird like Leopardiail,  Maore
@ Leopard Mail-Default-Aqua 3.2.6 Monday, August 02, 2010
This theme is the skin which can change your Thunderbird like LeopardMail.  More
NEWSQIDUP Links 0.1.1 Monday, March 05, 2007
D& Displavs & link to the Google groups url of & newsgroup post, and an opkion ko copy it. More Install b
ﬁ Would vou like to help improve Mozilla Thunderbird by automatically reporting memory usage, performance, and responsiveness to Mozilla? Learn More i ] ’ Mo l x




s Manager - Mozilla Thunderbird

Wiew G0 Message Tools  Help

| u* Add-ons Manager x® =

|3 - ;enigmail >

Mame Last Updated Best match =

= Search: My Add-ons  (EXENE]=F=lExl!
Search

|

J Enigmail will be installed after you restart Thunderbird. Restart now Undo

Get Add-ons = Enigmail 1.4.1 Friday, May 28, 2012

AL DOpenPaP message encryption and authentication  More

27

] P :
Rl iLeopard Mail 3.2.6 Monday, August 02, 2010
It is a Theme of the Mac Leopard-style which did iLeopard in a model.  More
- Appearance
Display mailing list header 0.3.2 Saturday, April 21, 2007
Plugins This extension implements RFC 2369 For Thunderbird: Special mailing list header Fields in the mail are parsed, and the links are displayed in the extended header view. You can dlick th...  Mare
Leopard Mail-Default-Graphite 3.2.6 Manday, August 02, 2010
This theme is the skin which can change your Thunderbird like Leopardiail.  More

Leopard Mail-Default-Aqua 3.2.6 bloncsy aligtse 02y i

This theme is the skin which can change your Thunderbird like Leopardiail, Install

& ® ® &
¢
d

Newsgroup Links 0.1.1 Monday, March 05, 2007
Displavs & link to the Google groups url of & newsgroup post, and an opkion ko copy b, More Install

ocwarkshop@gmail. com is up to date
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File  Edit

Wiew Go Message

Inbox - Mozilla Thunderbird

e Tools  Help

J@l Inbiox
@1 =ek Mail - |__{Zf Wtk ad

Save Decrypted Message

= & | hackblocwor...p@gmail.cor

@ Inbox (3)
= femaif

D Drafts
I sert Mai
[& allMail (3)
ﬂ Spam
Trash
[ Important
| starred

[ ] Personal

|| Receipts

[ Travel

] Work

,% Local Folders

Preferences
7 k jick: Filk Seatch.. k= J
Key Managemenk 2 @ Quick e p|
Help Starred & Contact ) Tags (@& Attachment Filter these messages. .. <Ctrl+Shift+Hk s p|
| eupwiaad | R T T

About,CpenkiaF your mobile phone 2  Gmail Team “ 12:13 AM

Import your contacts and old email @  Gmail Team * 12:13 AM

Customize Gmail with colors and themes @ Gmail Team * 12:13 AM

Cutpost Firewall x|

Autornatic Rules Creation

Rules were automatically created by training mode,

Process: C:|PROGRAM FILES)GHULGNUPGPUEGPGEXE

I Do not show this alert again




JpenPGE Seturp A~ [ |

YWelcome to the OpenPGP Setup Wizard

This wizard helps wou ko start using OpenPiaEP right away, Over the next Few screens we'll ask wou
some quesktions ko get everything setup.,

To keep everykhing simple, we make some assumpkions about configuration. These assumptions bty ko
provide a high level of security For the average user without creating confusion, OF course, wou can
change all of these sekkings after wou finish the wizard, You can find out more abouk the OpenPGP
fFeatures in the Help menu or on the Enigrnail website,

IF wou have any trouble using this wizard, please lek us know by emailing us.

This wizard is autormatically inwvoked when wou first install Enigmail, You can also launch it manually From
the OpenPiEP menu.

Thank wou For chioosing Enigmail OpenPiGP!

Would wou like to use the wizard now?

.............................................................................................................................................................................................................................................

() Mo, thanks. I prefer to configure things manually

| ﬂextf[ | | Zancel
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&' OpenPGP Setup Wizard

Encryption
Encrypt Your Cukgoing Emails

CipenPGP allows wou to encrypt wour email messages and any attachments, Encryplion is like putting a
letker in an envelope, It makes things private, It's nok just for "secret” messages, but for everything
thak you would not send on a postcard.

ion a kechnical level, encryplion works like a padlock that only the recipient has the key For, Unlike
signing, ko use encryption all the recipients of an email need to use CpenPGP. People need to give wou
their public key before wou can send them encrypted email (the public key is the pad lock we were
talking abouk),

Unless maost of wour communication partners have public keys, wou should not enable encryption by
default,

Shall wour outgaoing email be encrypted by defaulk?
{:} Yes, I have public kews For mask of my contacks

.............................................................................................................................................................................................................................................

< Back, ” ﬂext}g | Zancel |
N k [




<" OpenPGP Setup Wizard

Preferences
Zhange %our Email Settings To Make OpenPGP Waork More Reliably

This wizard can change wour email setkings to make sure there are no problems with signing and
encrypting email on your machine, These setking changes are mostly kechnical skuff wou will nok notice,
though one importank thing is that email will be composed in plain text by default,

Do wou wank to change a Few default setkings to make OpenPGP worlk better on wour machine?

() Yes | Details ...

() Mo, thanks

< Back. ” Mext = | | Zancel




<’ OpenPGP Setup Wizard

Mo OpenPGP Key Found
YWe could nok Find any OpenPicP Key

YWe could nok find any OpenPEP key, Please seleck below if wou wank to create a new key pair ar if wou
wank ko import an exisking key.

< Back || Mexk = | | Zancel




&' OpenPGP Setup Wizard

Summary
iZonfirm that the wizard shall now commit these changes

You are almost complete! IF wou click on the ‘Mext' button, the wizard will perform the Following actions:

— Create a new 2043-bit OpenPaP key, walid For 5 vears
— Ackivate OpenPaP For wour email accounk

— D nok sign emails by defaulk

— Do nok encrypk emails by defadlt

— Adjust all recommended application setkings

3

OpenPGP Confirm

6 Key generation completed! Idenkity ::hackhlacwnrllhnp@gmail.n:n:nm:b will be used For signing.

We highly recommend to create a revocation certificate For wour kew, This certificate can be used to
imvalidate vour key, e.q. in case your secret key gets losk of compromised. Do you wank ko create
such a revocation certificate now?

Generate Certificate l [ Skip

< Back ” ﬂexi‘g | | Cancel |




&' OpenPGP Setup Wizard

Summary
iZonfirm that the wizard shall now commit these changes

You are almost complete! IF wou click on the 'Mext’ button, the wizard will perfarm the Following actions:

— Use the existing OpenPaP key ID OEBFEDOOBE7SERDS for signing
— Ackivake OpenPiaP for wour email account

— D nat sign emails by defaulk

— D not encrypt emails by defadlk

— Adjust all recommended application setkings

< Back. ” ﬂaf:g‘t:b | | iZancel |
W
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ile Edit  Wew Go

OpenPGP

J@ Inbiox

@Get Mail = MWrite .ﬁ.ddress Eool J\':.Tag * L Decrypt
i [ S

Tools

Help

=& hackblocwor...p ail.com || - ick Filker: » Unread Starred & Comtact ) Tags @ Attachment
@l Inbox (3) Create a new message |

B femaif

D Drafts
{H sent Mail
(& allMail (3)
0 Spam
& Trash
D Important
[ starred

|1 Personal

F_—| Receipts

[ ] Travel

[ work

5 Local Folders

ITxTS)

2, quick Filter Search... <Chrl+k:= p|

Filter these messages, .. <Ckrl4+ShifeH: ,O|

Subject @ From & Date A%
Get Gmail on your mohile phone @  Gmail Team * 12:13 AM
Import your contacts and old email 2  Gmail Team = 12:13 AM
Customize Gmail with colors and themes @  Gmail Team + 1Z2:13 AM

| Unread: 3 | Total: 3 |




rite: THIS IS A TEST SUPER SECRET
File Edit Wiew ©Options ©OpepPEP  Tools  Help

ZﬁSend . n%‘ﬁpelling & @Attach - ﬁ OpenPisP - % S/MIME - ESave -

Fraom: |Su|:uer Mc. Secret <hackblooworkshop@agmail, com= A0 bomosision@amal com e

& hackbloowaorkshop@agraail,com

Subject: | THIS IS A& TEST SUPER SECRET

CAN YOU READ ME?|




&% Write: THIS IS A TEST SUPER SECRET
File Edit Wiew ©Ophions ©OpenPEP  Tools  Help

@Send "ﬁ{?fSpelling & @j.ﬁ.ktach - @ OpenPiaP - g S/MIME ~ Save &

Fromm: |Su|:uer M. Secret <hackblocworkshopi@grnail. com=  Hactibonossiond@amall com w

| & hackblocworkshop@grail.com

Subject: | THIS IS A& TEST SUPER SECRET

CAN YOU READ ME?|

i pinentry

| Please enter the passphrase to unlock the secret key For the OpenPGEP certificake:
| "Secret Mo Cloud <hackblocwaorkshop@amail, com ="
2048-bit RS54 key, ID B37SERDS,
created 2012-05-25,

[
Passphrase | | i |

L 8] 4 _J’ Cancel ]




. Write: THIS IS A TEST SUPER SECRET
File Edit ‘Wiew ©Options ©OpepPEP  Tools  Help

@Send ing @ Attach - Q CperPaRE - k% S/MIME - Save -

Fraom: |Su|:uer Mc. Secret <hackbloowaorkshop@agmail, com= Aa0t00

| o | | & ha.ckblucwnrkshnp@gmail.u:u:um

Subject:

Charset: I30-85355-1

Wersion: GnuPG w2.0.15 (Mi
Comtnent: Using GnuPG with

Skatus:  Connected ko smkp,googlemnail . com. ..

hQEMADE ) pwQvxaENAOf +POLxOC

Progress: [ P b o i e ]

UTyEWVEkwnZESud+4 1W2 AZ50gFPH
Qz&/+0I2p ImEcvp l+udCrt0+oSg
PyDAlTOHwDCKWHNIn YIS AyvgLLA]

Cance

SOZ15fNH1VssTOk1koOumeYO1lPEpE olnck sl Lol mlEN, &
TfatnZHDeSc KUl EpoE7PoEZEP TqMedU0 7wz XeWGF L LAvgFMO04HTI Hagn Thoaow C?
CTHxZrUPoifCTw?UI4wyr 8] Z2cerHUT/ Oz ZW0EL 1IEPOEE4+Pp 1G4al Zowiallikbo
CrZxPTHogPleTHY P Ireg3JZ8 lviakogSC IN21E7 I/ LAY Swvkr2h 23 TPOD2 w3 HY
rhoGsrba/ TEQLYF¥+pfJz6 ZzPr PEYHIuvHAHp iZ G0 YPENhyLLETx MR TGee+/ +Pdi
idlp31H43TeEhZxhol0hS0x 1NEEsAxG7eGictckeyugpab+0snGl2gGL7 G IgrEGu
tketcHPg ]/ sgUSZuSTC+E8y3ud 1IKIFHWS0hLOh0 1Gr3 £ 1JdCddVnECp lEzi ZYaEQ1
adyaltyF/7AJINZhjev59cgs3i3Wsx999C L0 LThEDAFHyw T I hwoHESh Y TC9Ebe Xx
LnpsePsdlv+iWP+oxieshrUoudrTeeBei67F et DYOTELFV IunTkEhs9fAsrDEC
M7ENewFf6ZpSFoeTUI 9/ S3VPEGTTH 1NrmUS 6 vy Sdgl=

=LTcS

Connected to smkp,googlemail . com...




File Edit Wew Go Message

QpenPGP  Tools  Help

J@ Inbiox

@ Get Mail - MWrite Address Bool \ 5 Tag - 5% Decrypt

1

2, quick Filter Search... <Chrl+K p|
= E—Bé?ckhlocwor...p@gmail.com 9% cuickFler: o« Unread  Starred B Contact ) Tags @ Attachment Filcer these messages, .. <Chrl+Shift+s _I?‘|
Inbox (4) -
By famaif Tt | & Subject o0 From | @ | Date | Ei
D Drafts Get Gmail on your mohile phone @ Gmail Team * 12:13 AM |
{!j Sent Mail Import your contacts and old email 2  Gmail Team = 12:13 AM
@ All Mail (4) Customize Gmail with colors and themes @  Gmail Team * 1Z2:13 AM
0 Spam # THIS IS A TEST SUPER SECRET @ Super Mc. Secret = 12:24 AM
& Trash
| Important %
[ starred
|1 Personal
[ ] Receipts
[ ] Travel
[ work
,@ Local Folders
hackblocworkshop@gmail.com received 1 new message ﬂ

THIS IS & TEST SUPER SECRET  Super Mc, Secret
Charset: 150-8859-1 Yersion; GnuPG »2.0,19 (MingW32)




QpenPGP  Tools  Help

1

@1 Get Mail = | 4 Wirite Address Bool Q) Tag = E Decrypk @ Quick Filker Search... <Chrl+k = p|
= E‘_Igckhlocwor...p@gmail.com 9% CuickFlber: o« Unread  Starred B Contact ) Tags @ Attachment Filcer these messages. .. <Chrl+Shift+s F|
Inbox (3) -
By famaif T @ Subject @2 | From ¢ | Date al B
D Drafts Get Gmail on your mohile phone @  Gmail Team * 12:13 AM
i!j Sent Mail Import ?ruur cm?tal_:ts and old email @ Gma?l Team = 12:13 AM
IE All Mail (4) Customize Gmail with colors and themes @  Gmail Team + 1Z2:13 AM
@ Spam THIS IS A TEST SUPER SECRET “  Super Mc, Secret = 1224 AM
& Trash
| Important
[ starred
|1 Personal
[ ] Receipts
|"_—| Travel Dpenfif Decrypted message; Good signature From Secret M Cloud <hackblocworkshopi@gmail.com = Details =
[ work

,@ Local Folders

From Mei’
Subject THIS IS A TEST SUPER SECRET

To Me' o

[@ Reply] [@ Forward] [ ArchiveJ [ @ Junk] [x Delete]
ﬁ 12:24 AM

Cther Ackions -

CAM ¥OU EEAD ME?

Unread: 3 Total: 4 ;/"d?)




&% Write: Re: THIS IS A TEST SUPER SECRET
File Edit Wiew ©Options ©OpenPEP  Tools  Help

EﬁSend . n%‘Spelling - @.ﬁ.ttach - a OpenPGP - % S/MIME ~ ESave -

Framm: |Super Mc. Secret <hackbloowaorkshop@amail.com = Asctbomossion@amal com e
= Super Mc. Secret <hackblocworkshop@grmail corm

Subject: | Re: THIS IS A TEST SUPER SECRET

On 5/25/2012 1Z:24 AM, Super Mc. 3Jecret wrote:
> CAN ¥OU RELD HME?Z




4" Inbox - Mozilla Thunderbird
Fi

le Edit YWew Go Message OpenPGP  Tools  Help

J@ Inbox |
g =ek Mail - |_jf'Write Address Book O\_\) Tag ~ @ Decrypk | '@, Ciuick: Filber

| Search... <Ctrl+> )\|
= @’chkhlucwur...p@gmail.cum &2 QuickFilter: = Unread Starred & Contact ) Tags (@& Attachment Filter these messages. .. <CkrlH+-ShiftHE s )’T)
= ;;::;7(3) Tk & Subject @2 | Fram ¢ | Date =%
EI Drafts Get Gmail on your mobile phone 2  Gmail Team “ 12:13 AM
i sert Mail Import your contacts and old email @  Gmail Team * 12:13 AM
[@ All Mail {4) Customize Gmail with colors and themes @ Gmail Team * 12:13 AM
@ Spam THIS IS A TEST SUPER SECRET “  Super Mc, Secret “ 1224 AM
& Trash
| Important
| Starred
|| Personal
|| Receipts
[ Travel CpenPaP Decrypred message; Good signature From Secret Mc Cloud <hackblocworkshop@grmail,com = Details ~

Eicﬁiilders Fram m [ Q Reply] [ @ Forwardl ’[@ Archive] [ Iﬂﬁ Junk] [ x Deletel

Subject Me: El g 12:24 &M
Ta Edit Contact...

Compose Message To Other Actions =
Copy Email Address

CAI 3

Create Filter From...

penPiaP Rule From Add

Unread: 3 | Total: 4 ’

i



OpenPGP - Recipient Settings

: (Separate several email
Set OpenPaP Rules For | hackblooworkshop@grail . com addresses with spaces)

Apply rule if recipient Is E.‘.{_attl_':.-' ¥ one of the above addresses

Ackion

() Do not check Further rules For the matching address

() Use the Following OpenPGP keys:

Defaults Far ...
Signing | Always hd
Encryption | Always b

PGP MIME :“.“e_s_, if selected in Message Composition

(Moke: in case af conflicks, Mever' overrules Bhways')

QK | | iZancel | | Help




W)sl-ple Tools  Help

Save Decrypted Message

Z Getmail - | wiite [ ad

= j& | hackblocwor...p@gmail.con

|{:L‘L| Inbox (2)
B fomal]

Preferences

pt | 2L Quick Filker

| Search... <Ctrl+k=

Help Starred & Comtact ) Tags @ Attachment t these messages, .. -
Setup Wizard @0 Fram & | Date
About OpenPaP * 12:13 AM

|your mobile phone @  Gmail Team

D Drafts

{E Sent Mail
(& allMail (2)
@ Spam

& Trash

| Important
| Starred

|| Personal

| Receipts

Trawel

[}

Work

-

E Local Folders

Import your contacts and old email Gmail Team

* 1213 AM

From Gmail Team <mai-noreply@google. com .7

Subject Customize Gmail with colors and themes

[ Q Reply] [ @ Forwardl [[@ Archive] [ ﬁ}) Junk] [x Deletel

12:13 AM

Other Actions -

To Meor
~
To spice up your inbox with colors and themes, check out the Themes tab ==
under Settings.
Customize Gwail » <https://wail.google.com mails#sectings/ themes:
Enjoy!
- The Gmail Tesm
[image: Themes thumbnails]
Please note that Themes are not available if you're using Internet Explorer
5.0, To take advantage of the latest Gmail features, please upgrade o & H
fully supported
browser<http://support.google.com/mail/hin/ansver.py?answver=6557&hl=en&utm source=wel-emlfutm medium=eml futm campaign=en> v

@ Deleted 1 message From Sent Mail

Unread: 2 Total: 3

-



<' OpenPGP Key Management

File Edit ‘Wiew Eewserver ge rake

Search For: | wark | Clear | [ ] Display all Kewvs by Default

Mame A Kew ID
Secret Mc Cloud <hackblocworkshopi@gmail.com>= B375E6DG




Additional Tools of Interest

« Etherpad

« SpiderOak, BTSync

* Privnote

« HackThisZine

« Linux + LUKS Encryption
+ Mega.co.nz

« VPN.and Proxy services

f

\

St <«



